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Abstract

We provide a survey on security features and threats toiegiststant Messaging (IM) networks and discuss how culyent
available systems fail to provide adequate security intla@ftexisting threats. Our discussion and analysis provideaging point
from which to advance academic research in the area of séusystems, enabling security improvement in the longemter

I. INTRODUCTION AND OVERVIEW

Instant Messaging (IM) is a type of communications servigerdhe Internet that enables individuals to exchange text
messages and track availability of a list of users in reaktiIM systems have been around since the UNIX applicatiahk
andwite. IM usage increased with the early implementations of the [Rt®dject Athena Zephyr notification system [1], and
IRC (started at University of Oulu in Finland; RFC1459 [2]F&2810 [3]). However, the increasing popularity of consume
IM services in the recent past is phenomenal. Giga InfolmnaBroup, a market research firm, estimates that about 32mil
people worldwide will use consumer IM applications in theay@003 [4]. Starting as a casual application, mainly used by
teenagers and college students, IM systems now connechewahoperations (over 300 US Navy warships are connecged vi
IM service) to various customer services [5].

There are many free public domain instant messaging sexvidee most popular are AOL Instant Messenger (AIM), ICQ,
MSN Messenger (Windows Messenger in XP), and Yahoo! Instagsenger (YIM). This paper focuses on these messaging
networks and their default clientsThere are also many other third-party clients that inteacthese networks. We discuss
both the third party and default clients in terms of securigks associated with them. The basic protocols currergdun
the public IM systems are open to many security threats §§8e Security features (e.g. using SSL connections or digita
certificates) in corporate IM systems are inadequate toesmddhese threats. To our knowledge, there exists no sepuotiocol
suite in the literature specifically tailored for passwdrased IM systems.

The current Internet Threat Model [6, p.1] (including theLS8odel) assumes a totally vulnerable communication linthwi
trusted end-points. However, the assumption of “securel-grints may undermine software security, as the presaatret
environment is infested with malicious software comprdngisa large number of machines at any given point of time [HjisT
is one of the reasons why it seems reasonable to us to conttlatian SSL based solution is not adequate for IM security.
IM security is discussed in this paper with respect teegtended threat model which takes (not necessarily trusted) endtpoi
into consideration.

Some of the security threats to instant messaging are similthose for email, for example, misleading Web links (ofte
used to “phish” [8] for passwords) and malcode executiomfffides. Anti-virus tools to protect email from such threats a
quite mature and relatively effective. For email, such sochn be implemented at the gateway level, as monitoringlemai
traffic is straightforward. For instant messaging, the usenpublished, non-standard proprietary protocols andcemtralized
peer-to-peer file transfer makes it difficult to monitor INaffic. Hence, incorporating similar protection mechanissasused
for email appears to be more difficult, and to provide at bekin@ged shield against IM threats.

Motivation. IM differs from many other Internet applications becauséfeal-time nature of user interaction. Consequently
many security mechanisms designed for other Internet egmins (e.g. Web browser, email) are inadequate for IM. We
highlight threats to IM to create greater public awarendshe danger of using present IM systems, and to improve #gcur
in the long term (although in the short term this may increthserisk of these threats becoming reality). We seek to lay th
foundation to advance research in the area of secure IM, astastiep towards improving security in IM systems.

Scope.Some vendors provide IM for mobile devices. The Short Mesgaystem (SMS) was created as part of the
GSM (Global System for Mobile Communications) Phase 1 stethdThese systems, and Internet Relay Chat (IRC) and chat
rooms (see als@lll) are beyond the scope of this paper. Our main focus is {orene) PC-to-PC messaging, which is the
dominating feature of all instant messengers. Instant agiésg systems that mainly target corporate users, such hsoYa

TVersion: September 17, 2004. To appear in the ProceedingseoBecond Annual Conference on Privacy, Security and TRrstlericton, NB, October
13-15, 2004.

1By default clients we mean the IM clients provided by IM service providers (84BN Messenger). Byhird-party clients we refer to clients (e.g. Gaim,
Trillian, IMSecure) which interact with the existing majtvl networks, and security-enhanced IM products (e.g. YalRusiness Messenger).
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Business Messengéare not fully analyzed in this paper (mainly because coregecumentation of security features in these
products is not publicly available). As the default IM clismiscussed here are mainly Windows based, Windows is giner
implied to be the underlying operating system when anotheroi explicitly mentioned.

Outline. The sequel is organized as followil lists related work regarding IMglll summarizes the basic protocols used for
the mainstream IM systems. Privacy and security featuresigént IM services and third-party solutions are brieflgctéed
in §lIV, along with weaknesses related to third-party solutiops discusses the most significant security threats to instant
messaginggVI discusses future work and conclusions.

Il. RELATED WORK

Much work (albeit most unrelated to security) has been domeénstant messaging and presence awareness systems in
academia, mainly by Human Computer Interaction (HCI) anth@ater Supported Cooperative Work (CSCW) research groups.
Several IM applications — e.g. Hubbub [9] (a sound-enhathkBdKIM (Kinetic Typography-Based Instant Messaging) J10
IMVis [11] (which uses pictures and video snapshots to \igaacontacts), and Threaded Chat [12] — have been designed
to augment functionalities and to analyze usage. The UniMedsaging System [13] emerged from the pervasive computing
idea that combines email, IM, newsgroups, SMS, paging ato.ane system. Many researchers have explored the effécts o
instant messaging in the workplace. A study by Isseica. [14] found that 62% of IM conversations in the workplace were
work related. Handeét al. [15] reported similar results (69% of recorded instant rages were work related). These results
suggest positive contributions of IM in the workplace, aligh other researchers [16], [17] have expressed concéridd o
being used as a tool for “gossiping” or “goofing off”.

Related to IM security, a modified Diffie-Hellman protocoitable to instant messaging has been designed by Kiketchi
al. [18], primarily intended to secure message confidentiagginst IM servers. It does not ensure authentication asulteds
problems similar to the IMSecuteolutions as discussed §tV. Hindocha [19] discusses popular IM protocols, wormsetis
and firewall issues in a 2003 white paper. A Web resource oargg@nalysis of Cerulean Studios’ Trillian applicationalso
available [20]. Informal discussions of security problerakated to public instant messaging in the enterprise enuent are
available (e.g. see Frase [21] re: some solutions usingdedihed security policies and anti-virus tools).

IM protocol standardization efforts are ongoing in the intt Engineering Task Force (IETF) community in three main
working groups: Instant Messaging and Presence ProtodtPR)? SIP for Instant Messaging and Presence Leveraging
Extensions (SIMPLES, and Extensible Messaging and Presence Protocol (XMPPdt@selabber Instant Messaging and
Presencej. Several Internet-Drafts and Request For Comments (RFC3 baen produced by these groups. RFC 2779 [22,
§5] lists the security considerations for IMPP. A good conapiae study on IM protocols including SIMPLE and XMPP has
recently been done by Debbadiial. [23]. Also, a Jabber Inc. whitepaper [24] compares the SIHFRIhd XMPP protocols.

XMPP [25] includes a method to protect an XML streafrom tampering and eavesdropping. XMPP uses the Transport
Layer Security (TLS) protocol for stream encryption, alongh a “STARTTLS” extension modeled after similar extensio
for the IMAP, POP3, and ACAP protocols as described in RFC528]. The Simple Authentication and Security Layer
(SASL, RFC 2222 [27]) is proposed as a method for adding @btgauthentication support in XMPP.

Security protocols and mechanisms for SIP (RFC 3261 [2&])qaite standardized. However, no specific security prdsoco
have been developed focusing on SIMPLE (RFC 3428 [29]). Meidms for authentication, end-to-end protection, replay
and denial of service attack prevention for SIMPLE heavéyyron TLS and S/MIME protocols. Details of these security
mechanisms are described in RFC 3428 [29], RFC 3261 [28] &fd 865 [30].

Our work is a survey of existing literature and working protiuregarding IM. However, instead of HCI or feature related
issues, we focus on security risks of IM.

1. BAsICS OFIM PROTOCOLS ANDFEATURES
To facilitate discussion, we first provide a few definitionginly related to instant messaging:

2nttp://messenger.yahoo.com/messenger/business/

Shttp://www.imsecure.com

4http://www.ietf.org/proceedings/03mar/111.htm
Shitp://www.ietf.org/html.charters/simple-chartentit
Shttp://www.ietf.org/html.charters/xmpp-charter.html

7i.e., a container for the exchange of XML elements betwegntan entities over a network.
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online user A user successfully logged in to an IM server.

presence Presence information reveals whether a user is logged im td/laserver or not.

availability/user mode Availability information reveals a user’s willingness dge.'busy”, “do not disturb”)
to send/receive messages, or status (e.g. “away”, “on tbagi.

contact/buddy list The list of user IDs whose presence and availability a userduarently subscribed to.

block list The list of user IDs explicitly barred from getting the curtauser’s presence and
availability information; listed users cannot send any sages to the current user.

allow list The list of user IDs allowed to send messages to the currertarsd which can track
the user’s presence and availability information.

one-to-one chat When a user sends or receives messages from another useraljethrough the IM server.

group chat When more than two users are exchanging messages. Userafeimoal “group”, generally
which is short-lived. Users in a group chat are usually dioselated.

chat room A virtual room, generally consisting of many users who exg®instant messages on some
closely related topics.

IRC® A client-server chat system of large (often worldwide) netts. IRC is structured

as networks of Internet servers, each accepting connectiom client programs,

one per user.
Descriptions of most of the protocols for the major IM neti®are available on the Internet. Software makers havesetea

the protocols or the protocols have been reverse-engideEne remainder of this section contains a brief architettverview
for popular IM networks. Details of protocols for AOL [31],afioo! [32] and MSN [33] Instant Messengers are publicly
available.

Common features supported in most IM clients include: agirists; block lists; presence information; availabil{gvailable,
away, busy etc.); sending and receiving instant messagealitwe/offline users (one-to-one, multi-user); email; diag and
receiving files, URLs; audio and video chat; sharing exteapgplications (e.g. Internet browser); launching onliremgs;
setting permission levels for different types of users.(eantact list, everyone); and message archiving.

Most communications in IM systems are client-server basdtire each user shares a secret, user-chosen (often “weak”)
password with the IM server. A password hash is generalljharged between a client and a server for authentication.
Messages among users are also typically relayed througkediver (mainly to avoid firewall issues). However, purelepe
to-peer communications also occur in some situations &idio/video chat, file transfer). Communications occur tigasver
TCP; however, UDP is sometimes used in peer-to-peer coionsctAlso, SSL is used in some corporate IM services (e.qg.
Reuters Messagiffp and in the authentication phase of the currently availA®&\N protocol. While the IM server appears
to be a single entity to a client, it may be a group of servenstrofled by a single IM service provider, or a collection of
servers from independent IM service providers. If ugewants to communicate instantly with us&; both must log into
the same IM service. Messages frafnto B will be delivered by the server depending étis privacy settings. For direct
communications betweeA and B, the server provides necessary information (e.g. netwddeess) to each party. Figure 1
shows the standard IM communications model for single andipiei servers.

Single IM Server Model Direct Communications Multiple IM Server Model
-« - - » Server—mediated Communications
Server Server1 |= = Server 2
Client1 |=---------- ~ Client 2 Client1 |<-—— . ~ Client 2

Fig. 1. IM Communications Model

IV. EXISTING SECURITY MECHANISMS

In this section, we list the available security and privacgcimanisms in popular default IM clients, and summarize the
security features of popular third-party IM solutions. Blems of third-party and corporate IM solutions in the palldomain
are also briefly discussed.

8Definition from HyperDictionary, http://www.hyperdictiary.com/
%http://about.reuters.com/productinfo/messaging/
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Security and Privacy Features in Default Clients.The latest versions of all major IM clients include an optioremploy
anti-virus software which can be launched automaticaltgraévery IM file download. An authorization option can benend
on so that explicit consent (non-cryptographically preeed of userA is required befored can be added to another useis
contact list. The same option is there to select who (users fn contact list or everyone) can see udér online status, and
who can send messages and filesAtoHowever, “add-contact request” and “response” messagefansferred without any
cryptographic protection, making them easy to spoof. In /€@ user can choose an option to select specific contacts who
can see his/her online status even when the useriiwigible (logged in, but appearing offline to others) mode. ICQ and YIM
clients are equipped with word filtering mechanisms which ba used to replace or remove unwanted words from incoming
text messages.

An ICQ client may ask the user to enter the login passwordyetiere he/she wants to modify user-details, security and
privacy permissions, and preferences settings. Users toetedin on this feature explicitly after installation. IC@#$an option
to accept/decline URLs from everyone or only from those irsaris contact list.

IM clients are generally notified when a new version of clieoftware is available with new features or new fixes, but
users may choose not to upgrade, and most of the time, seftwardors allow older versions for backward compatibility.
However, since October 2003, MSN Messenger prevents logi@sa a user updates to the MSN protocol version preferred
by Microsoft when there was a major change in its authentinanechanism?! Another useful feature that all the major IM
vendors now provide is the protection against automateduattccreation [34]. This prevents software bots from signip
for an unlimited number of accounts that can be used for sgndinwanted messages to legitimate IM users.

Third-party Solutions. Several IM products that claim to be “secure” are discusstavib There is a lack of documentation
about what is protected and what is not in these products.didgussion is mainly based on available Web resourcess’user
guides and help files.

Norton Anti Virus 2003 comes with an IM plug-in for automascanning of incoming files. Also in common anti-virus
software, there is an option to check all executables bé#ormeching. However, anti-virus protections for IM currgntheck for
malware only in the file transfers. They cannot provide mgssnfidentiality or integrity, or protect against URL exiphtions
(see item 8 ingV).

Currently, AIM clients can use a personal digital certifecad enhance authentication, integrity and confidentialftyext
messaging? To enable this, both users buy Class 2 digital certificatesf/eriSign. Although AIM’s solution using personal
digital certificates is a powerful mechanism, it is expeador public domain IM users and puts the burden of certificate
distribution, verification, expiry, renewal, revocatiott.eon end users.

The ZoneAlarm?® personal firewall from Zonelabs has a feature callBdLock. It is limited to protect user-configurable
sensitive information like bank and credit card numbersnb@ddress, SIN (Social Insurance Number) etc. from bewngagkd
in IM or email texts. Zonelabs’ IM security solutions IMSeewand IMSecure Pro provide seamless encryption for popMar
clients (AOL Instant Messenger, MSN Messenger and Yahoadsdeger). IMSecure and IMSecure Pro have similar security
properties. IMSecure purportedly works in the followingmar (excerpt from the Readme file of IMSecure installation)

IMsecure Pro relies on the OpenSSL library for cryptograpg@rvices. The text of each message in a secure session
is encrypted with the DES 56-bit cipher in the CBC mode.

IMsecure Pro automatically and transparently createsfesggied X.509v3 digital certificate for each of the user’s
IM accounts upon the first login. At the beginning of the fifgt tonversation between two IMsecure Pro users after
installing IMsecure Pro, the certificates are transpayestthanged between the users and stored on their computers.
The public key from one of the certificates is used to encript $ession key to be used for the duration of the
session. Upon receiving the encrypted session key, the a#ez’'s IMsecure Pro decrypts it with that user’s private
key and completes the secure session initialization. IM®e€ro never reuses session keys.

Trillian# provides text message encryption for AIM accounts when petrs use Trillian's software to communicate. Murphy
[20] provides an analysis of this approach. Security sewi@ntegrity and confidentiality, but not authenticatipnyvided by
IMSecure and Trillian’s solutions are useful to some deghedghese systems, instant messages are confidential betwee
users — in the sense that decrypting messages intercepted) dtansmission is computationally infeasible. Howewarch
systems provide no protection against malware implantags@rs’ systems, and communications from a client to a semeer
not encrypted. An attack scenario is depicted in Figure 2otAer disadvantage of IMSecure is that it needs to be iestaf
each system that a user wants to use for secure messagingléandy the intended recipients). Furthermore, solutiarchs
as IMSecure that use locally stored information (e.g. peuys) restrict users’ mobility.

1Ohttp://web.icq.com/help/fag/1,,1709,00.html
Uhttp://paulotaylor.com/palmmsn/
Lnttp:/iwww.verisign.com/support/class1/secureaotlht
B3nttp:/vww.zonealarm.com

http:/iwww.trillian.cc
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Fig. 2. Weakness of IMSecure model

Yahoo! Business Messendeand Reuters Messaging protect instant messages usingitl28tbencryption. These products
mainly target corporate users. Using SSL-based solutiongtblic IM service has three major drawbacks: (1) limitadeat
model (seegl); (2) overhead for deployment at server-side (protocoteisource hungry and slow); and (3) messages may
not be “private” when they go through a server, i.e. the sermay view any encrypted message [18]. However, this last
characteristic is desirable for message logging, albditvien users value privacy to the extent that they prefer maligclose
their conversations to service providers.

iGo Incognitd® asserts to be an IM facility built from the ground up on cngatphically strong security. During login, a
message encrypted with the server’s public key is sent frafieat to the server that contains a user’s identificatiorapeeters.
Upon verification, a random 128-bit session key is estabtidhetween a client and the server. To send a text messagesér,a u
the sender generates a random one-time key. The sendepentng message with this key using AES [35]. The encrypted
message is forwarded to the recipient along with the keyygrnied under the recipient’s public key. As the messagescshaged
through the server, they are also encrypted using the sHargdvith the server, causing messages to be doubly encrypted
A client's private key is stored encrypted on the local harivedunder a user-chosen pass-phrase. Also, all user nmessag
are digitally signed, corroborating who the sender is. Weehrot attempted to independently confirm or refute thesarigc
properties.

V. SECURITY THREATS TOIM

The evolution of IM systems suggests that security and pyivasues have received little consideration from the major
IM vendors. This section lists the most significant threatsM systems. This list is constructed from known attack feym
and system design and implementation flaws that may allourduattacks. Detailed descriptions of IM exploits to data ca
be found in many Web resources (e.g. [19], Instant MessaBiagetl’ Symantec Security Respor®e One objective of
compiling this list is to acquire insight to aid in designiagobust security protocol suite for IM systems.

1. Insecure Connections.Perhaps the greatest threat to current popular instantagess networks lies in their open,
insecure connections. Most services use a client-serveiehfor communication among users with a few exceptions fiikee
transfer, voice and video services where a peer-to-peeanegiion is used. Connections are susceptible to being taken
during client-to-server, server-to-client, client-theat and intra-server (in the same messaging network) conications. Once
authenticated during the login time, all these connectibgloy little (sequence number or transaction identifidriclv can
be easily spoofed) or no security measures at all. Hencesalallopopular IM connections lack authentication (excepthe
login message), confidentiality and integrity. This opdresdoor to many other security vulnerabilities includingpensonation,
denial of service, man-in-the-middle attacks, replay, Eteen if a user chooses not to receive any IM outside his/betact
list, it is possible to assault the user with unwanted messagjll the attacker needs to accomplish this is to capturepsm
connection with one of that user’s contacts.

2. Denial of Service (DoS)DoS attacks can be launched in many different ways. Some mgylyscrash the messaging
client repeatedly. Attackers may use the client to procd®s @nd/or memory intensive work that will lead to an unresdan
or crashed system.

Flooding with unwanted messages is particularly easy wtssmsuchoose to receive messages from everyone. In this case,
attackers may also send spam messages such as advertsdrtemver, all the common IM clients support user blockifvg.

L5http://imessenger.yahoo.com/messenger/businessiisausg/fag.php
18http://www.igo-incognito.com/
Lhttp://Iwww.instantmessagingplanet.com/security/
8nttp://securityresponse.symantec.com/aveenter/
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victim can block the attacker's account ID easily; howeatackers may get through this barrier by using many comjzed
accounts simultaneously.

Attackers may also change the password of compromised atcosging automated scripts. This will cause the victims to
lose access to their accounts whose account names they iséteuted to many contacts.

3. Impersonation. Attackers may impersonate valid users in at least two difieways. If a user's password is captured,
attackers can use automated scripts to impersonate thim\tusers in his/her contact list. Alternatively, attackean seize
client-to-server connections (e.g. by spoofing sequencebers). A connection may be taken over right after a user ings
when a user initiates a connection with a peer or when a ugsrdigconnected unexpectedly (e.g. by DoS attacks). Tiverser
will keep the connection(s) open for some time until the kalkye raté® is violated. Attackers can take advantage of this
time out to capture the connection to the server.

As none of the popular instant messaging service proteets ¢tbnnections with encryption, it is quite easy to impeise
any connection via man-in-the-middle attacks [19].

4. IM as a Worm Propagation Vector. Here we use a broad definition of worms by Kiengteal. [36]: “A worm is
malicious code (standalone or file-infecting) that progagaver a network, with or without human assistance”. Wocaus
easily propagate through instant messaging networks ubiadile transfer feature. Generally, users are unsuspgetimen
receiving a file from a known contact. Worms successfully thée behavior by impersonating the sender. This is becoming
a serious problem, as common anti-virus tools do not gelyemabnitor IM traffic. Also, IM file transfers carrying malwar
penetrate firewalls more easily than email attachmentss ®hdue to the difficulty in distinguishing IM traffic at gataw
levels and vendors’ use of proprietary protocols [19]. Léwmail address books, IM worms can use a user’s online coligact
as a propagation vector; however, unlike “offline” and slawadl propagation, IM contacts provide “instant” victimsr fiast
spreading. According to Keizer [37], a simulation by Syneanfound that half a million systems could be infected in 30 to
40 seconds through an IM worm.

YIM has an option to open a file automatically after downloadiThis can help spread malcode with less user intervention
In ICQ, users can choose to automatically accept all incgrfile transfer requests.

With the latest IM clients, users can set up automatic viaaaing for incoming files. However, anti-virus tools geailgr
scan only a small subset of all possible file types. For examplmedia file (e.g. an MPEG file) may contain a specially
crafted data sequence that may crash a user’'s media playkr something more harmful. In fact, for Real Media [38] and
JPEG [39] files, these threats are already reality. As matstvams tools are not generally used to scan data files (@edia
or image files), widespread use of software such as Windowdidvielayer may become a potential source of attacks that use
malcode in data files.

5. Plaintext Registry and Message ArchivingThere are many security related settings in IM clients. Kieolgeable users
can set privacy and security settings for their needs. IMntf save these settings in the Windows registry. Any tectiyi
inclined Windows user can read registry values and useits adininistrative power can modify those as well. Some sgcuri
related IM settings saved in the registry are: encryptedwasd, user name, whether to scan incoming files for viruselstiae
anti-virus software path, whether permission is requieti¢ added in someone’s contact list, who may contact the(asér
from contacts or everyone), whether to share files with @hs&lared directory path, and whether to ask for a passwoeshwh
changing security related settings. MSN Messenger everssto user’s contact list, block list and allow list in the isty?°
in a human-readable format. Attackers can use Trojan hdosesodify or collect these settings with little effort. Mdgling
the registry may help the intruder bypass some securityooptlike add contact authorization, file transfer permisstc. By
collecting user names and password hashes, attackersl@edatrol of user accounts. Also, the plaintext password loa
extracted from the encrypted password stored in the rggising tools such as Elcomsoft's Advanced Instant Messsnge
Password Recoved.

IM clients allow message archiving. User conversationssaeed in a plaintext format in a predictable system location
Revelation of these messages can be potentially very signtfioss of message confidentiality for both corporate aomdeh
users.

6. Insecure Default SettingsAs is common in many software products, default privacy aeclgty settings in IM clients
are often not appropriate. Most IM clients allow anyone friira same IM service to contact (send text message, filesogtc. t
a user by default. Allowing message reception from all opdesdoor to a new vector of nuisance spim, the unsolicited
commercial messages sent via an IM system. This option magstective to allow the people only from a user’s contast, i
because IM users do not communicate with strangers oftelh M€o, the default file download location in a user’'s maehin
may be misused e.g. as in the ICQ scm file vulneralifity.

19 e. messages that are being transferred in a certain aiteswnotify that a connection is active.
20HKEY_CURRENT.USER\ Softwaré Microsoft\MessengerServiagistCachg .NET Messenger Service
21http://www.elcomsoft.com/aimpr.html

22http://www.securityfocus.com/archive/1/282631
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In ICQ, the default setting for contact list authorizatien“All users may add me to their Contact List and see my Online
/ Offline status”. Clearly this is not acceptable for manyrasé&ermission for viewing the user’'s shared directory istse
“Only users from my Contact List” by default in ICQ. Howevdrig does not provide meaningful security when “add contact”
authorization is not required.

7. Sharing IM Features with Other Applications. The MSN Messenger contact list and other features are &laifeom
multiple other software applications, such as the Microénftlook Express email client and Hotmail Web email senfighen
launched from an Internet Explorer browser). Microsoft l@dso published IM APIs for application developers for casto
integration?® Yahoo! also provides developers with programmable objéatsyahoo! Audio Conferencing and Yahoo! Webcam
Upload/Viewer. AIM Expres¥ is implemented as an applet for the Java platform that rungféb browsers to support better
user mobility. As IM capabilities are being integrated wittany different applications, security risks are incregdior both
the IM services and the host applications as a security buanitiM service can affect other applications that implemést t
IM features and vice versa. This significantly increaseacitopportunities for malcode writers.

8. Malicious Hyperlinks. Links to Web pages containing malicious content can be semioamal instant messages. ICQ
has an option to accept or reject messages with hyperlink&\M, a user can create hyperlinks where the visible text can
be completely unrelated to the underlying web link. This easily dupe any user receiving a hyperlink having an innbcen
visible text with a deceitful link.

9. Exploitable URI (Universal Resource Identifier) Handles (aim ynsgr). YIM and AIM clients install custom URL
handlersynsgr and ai mrespectively. These URIs can help in writing useful scrifgtdbe processed by applications such as
Microsoft Internet Explorer, Netscape Navigator, Moziaefox, Microsoft Outlook, or the Windows command shell URI
can be sent by another YIM or AIM user in a message, embeddedvifeb site, or sent in an HTML email message. Web
browsers and command shells can be used to launch AIM or Yligréoess these URIs.

The lack of bounds checking in parameters of these protdasallowed malicious hackers to launch various bufferftmer
attacks (e.g. [41]). By changing the registry value (e.g.YftM, <program patb-\ YPAGER.EXE %1) to any rogue program,
attackers can guarantee to launch that program when thesacpls are invoked. Also, scripts written using these U&isn
a new front for automated attack.

10. DNS Spoofing to Setup Rogue IM ServeiTrojans like QHosts® can be used to modify the TCP/IP settings in a
victim’s system to point to a different DNS server. Maliciobackers can set up an IM server and use DNS spoofing so that
victims’ systems connect to the rogue server instead of éiregge one. IM clients presently have no way to verify wheth
they are talking to legitimate servers. Servers verify @mifs identity by checking the user name and password hdsis. T
server-side only authentication mechanism can be tardeteldM man-in-the-middle attacks where a rogue server magepo
as a legitimate server (e.g. [42]). Account-related infation collection, eavesdropping, impersonation and mahgraattacks
are possible if this attack is successful.

VI. CONCLUDING REMARKS AND FUTURE WORK

Public IM systems are widely popular, and yet the vast mjasf users are largely ignorant of the dangers associated
with IM. Although more enterprise users are aware of IM tiseaurrent public and enterprise IM systems fail to provide
sufficient security. In this survey, a number of risks of gslM systems are discussed. Our goal is to initiate more anlisi
discussions in the academic community on how to alleviagelbththreats, so that secure IM protocols and necessary igecur
mechanisms are designed to better mitigate presently kremwnprobable future threats.

The idea ofmobile instant messaging, as introduced by Issetcal. [43] in a modified version of Hubbub, is establishing
a foothold on major messaging systems. The current verdiokiM supports login from multiple devices at the same time
to enhance user mobility. An IM security protocol shoulddtie accommodate the multiple-login as well as group chat an
chat room features.

Designing a secure instant messaging system requiresiserimsideration of human-computer interface issues. #ictge
model (i.e. one which imposes high security at the expensesability) may deter IM users, most of whom use IM as a
casual system without being aware of the underlying thrda¢strictive systems may have adverse affects; users mag mo
to competing products which are less secure but more coemenr it may destroy the spontaneity of IM. Nonetheless, we
strongly believe that security and privacy issues in IM dtayet more emphasis and additional measures should be put in
place before IM becomes as big a security problem as emaithatemains the number one breeding ground for computer
worms, despite ubiquitous security measures [36]. A wididployed vulnerable system like IM is destined to incregigin
attract malcode writers.
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