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Abstract—This paper introduces an algebraic approach that security policy.
aims to enforce a security policy on a given computer network.  The remainder of this paper is organized as follows: Section
More precisely, given a network and a security policy, we wantto | oiyes more detail about the different steps involved by our

automatically generate the necessary monitors (a single fire-wall . .
or many ones where each of them controls a part of the networks) methodology. In section Ill, we define the syntax and the

that force the network to be secure according to the security Operational semantics of our process algebra. In addition, we
policy definition. In this approach, the network is formalized give some algebraic rules that can be used to break a monitor

as a processP, the security policy is formally specified as a into slices and distribute them over the analyzed network.
formula @ and the problem is to find a processM (monitor) — agar this, we briefly discuss, in Section IV, the logic used

such that P\ M = ®. Once this step is completed, some results . . - . . .
about equivalence between processes can be used to distribute® specify security policies. Then, we illustrate, in Section V,

the monitor over the network. In other words, the equivalence the whole approach by a concrete example. Finally, in Section
results aims to break the monitor M into small slices that will VI, some concluding remarks on this work and future work
be distributed so that each slice controls only a small part of the gre yltimately sketched as a conclusion.

network.

Il. METHODOLOGY
I. INTRODUCTION

- . Hereatfter, we explain the methodology of our approach for
Building secure networks (networks that respect some given, . :
. SRR . .Solving the problem of formal enforcement of network security
security policies) is known as hard challenge. The increasing,. . . . .
. . oy . licies. This methodology involves four steps as following:
number of network security flaws is a sufficient witness far

this fact. This is due, on one hand, to the complexity of 1) The network is specified, at an abstract level, by a
network components and, in the other hand, to the absence ProcessP in the process algebra defined in Section III.
of well established and efficient formal methods that resolve2) The security policy is specified by a formuda in the

this problem. Most of used techniques acthocand far from logic defined in section IV.
satisfying most of institutions and specially the critical ones 3) From®, we generate a monita¥/ so thatP\ M |= &.
(financial institution, military institution, etc.). 4) Using some algebraic optimization rules, we distribute

Lately, many attempts of proposing new formal approaches A/ over P.
or adapting existing ones to deal with network security prob- To reach the first step, we need to define a process algebra
lem have been proposed. In [1], for instance, the authd®yntax + semantics) that is suitable for the formal specifica-
extend the State Transition Analysis Technique (STAT [2flon of network components and topologies at an abstract level.
to make it suitable for detecting Network-Based attack$he most important feature of such algebra are concurrency
Basically, once the network topology and the attacks as#d communication. Each component (machine, router, etc.)
defined, the technigue allows to automatically generate probetthe network is abstracted by its communication actions that
which are monitors that observe the network in order to detatiperforms with the other components in the same network.
undesired behaviors. Furthermore, the process algebra should allow us to easily

The method presented in this paper exploits a proce®enitor a processes by another. The monitored process is, in
algebra as formal language to specify, at an abstract levalir case, the network and the monitor is generated from the
a given network (topology together with the behaviors afecurity policy.
network components) and a logic to specify network security For the second step, we need a formal language (e.g. a
policies. Once the inputs was specified (network as a procésgic) suitable for security policies that we want to enforce.
and the security policy as a logical formula), a monitor (Blotice that security properties that we can enforce are safety
new process that behaviors as a firewall) is extracted from tpeperties (bad things should never happen).
security policy and combined with the network to restrict its Once, we have specified the network as well as the security
behavior so that it could never execute bad actions. In othaolicy, we need to transform this security policy as a process
words, the main intent of this approach is to automaticallrat will play the role of monitor. More formally, IeP be the
add to a network a distributed firewall that enforces a givgrocess that models the network (i.e, the formal representation
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of the network) andp, the security policy, we need to extracta channel. Sa(m) is read : "A message: can be sent through
from ® a processV such thatP \ M = &. the channel”. A process can receive a message by executing
Finally, we want to distribute the monitor over the networkan over-lined action, so it can receive the messagérom
This can be done by establishing some distribution propertig® channek if and only if it can execute the actiom(m).
of the operator used by the algebra to specify networks aAdthird kind of action is introduced to restrict the access to
monitors. For instance, under some conditions we can havehannel. These actions are over-lined by a tilde and will be
(P1|P2)/M ~ (Pi/M)|(Py/M)) or (P1|P)/(M1|Ms2) ~ use to build the monitors.
(P1/My)|(P2/Ms)). The generated slices of monitors can be We can thus build processes with send-actigrreceive-
seen as a firewalls for some hosts, more powerfully IDS factiona or control-actiorz. We will use Greek letter to denote
other hosts, or any another network security components. general action, that can be send-action, receive-action, control-
action orcommunicationA communication is special action,
which will be define later. We note(a) a communication
The use process algebras in the area of specification &jiflthe channel. So we noten any action belonging to the
verification of concurrent communicating systems becomest {a,a,a}, in the same wayj € {a,@,d,c(a)} andy €
famous thanks to the Milner's CCS [3], [4], the Hoare's CSRy, 7, ¢(a)}. Notice that if we writea and a Greek letter in a
[5], and the Bergstra and Klop’s ACP [6]. Many publicationgame proposition, these two symbol denote the same action,
show how to use process algebras to formally specify apgt maybe in a different form. In the other cases, when an
verify complex systems such as computer networks. Fggtion is noted by non over-lined Latin letter, it could not
instance, in [7] the authors use process algebra to praye a receive-action or a control-action. Finally, we use the
that the CSMA/CD-protocol respects some properties. Othgstract termmessageo denote and exchanged data between
interesting and elegant questions have been addressed Ugidgesses.
process algebra. Among others, we find the problem of inter-
face equations [8] which can be stated as follows: for a givéh Syntax

definition of an equivalence relation (generally denoted)y  The syntax of our algebra, see table I, is very similar to
and two processesl and B, the problem is to find a new {ho ccs’s one. We use the same operat&?%’ (definition),

IIl. NEW PROCESSALGEBRA

processX _s;uch t_hatA|X (A_combined toX using a given » » (prefix) and "+” (choice) with the same meaning. The
operator]) is equivalent toB, i.e: operator || is the parallelism operator, sometimes we will
AlX ~ B (1) Write it [ as in CCS to emphasize the fact that two processes

do not communicate together. The restriction operaisrused
Notice also that many tools such as FDR [9] that suppag restrict a process by another one (rather than by a set of
these kind of analysis, commonly known as model checkinggtions like in CCS). When we have two processes linked by
are now available. the restriction operator, the left process is called the monitored

In the rest of this section, we define a process algebﬁaocess and the right process the monitor.
inspired from Milner's CCS in which we introduce the notion

of monitor. The particularity of this new algebra is that its
restriction operator allowing to restrict a process by another
process instead of a process by a set of actions as it is the
case for CCS. This second process is called monitor. So the
equation we want to solve in this paper is the following:

P\X | @ 2

which is close to the equation 1 except that we talk aboGt Operational Semantics

monitoring rather than concurrency. In this equatiBnis & First we give the semantics for the three operators that have
formal description of the analyzed protocol at an abstract levghe same semantics than the ones of CCS.

X is some new components (such firewalls) that we want to

add to the network andt is the security policy. In other words, (Pre) - ng =

def
Pu=0|aP|Pi+P|P|P|P\P|PL=P,

TABLE |
SYNTAX

given a networks ) and a security policy®), the question is (Def) PdﬁfQQ Qe
what are the componentX{ that we can add to the network ’ Fo
so that the security policyp will be respected? (Choice) %
Hereafter, we describe the syntax and semantics of our
precess algebra. TABLE I ot
OPERATIONAL SEMANTICS OF =, . AND +.

A. Atomic actions

In keeping with CCS and CSP, we build a process starting
with elementary actions. In our algebra, we first regard anThe arrow over which we place an action symbolizes the
elementary action as a message that a process can send threughution of a process by execution this action. The rule
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(Pre) states that "after executing the action the process
«a.P becomes the procesB”, this evolution is denoted by
a.P5 P. The fact that a procesB is not able to execute the

a
actiona is denoted byP 4. In other words, it doesn’t exist
a processy and an actionz such thatP 5 Q. Process) is
x
a process which cannot execute any action, so we hate
for any actionz. Recursive process such @t tick.C can
. . def .
only be defined using the= notation.

Notice that the choice and the parallel operators are com-

mutative. Also, when the procedssis implied in a choice

or a communication, we can simplify the whole process by

eliminating this0. So we have the following simplification
relation:

P+Q = Q+P
PlQ = P|Q
P+0 =
P||0O = P
P\0O = P

The contribution of the relatios: in the operational seman-
tics is through the following rule:

PEPl Pli)PQ PQEP,
PoP '

The semantics of parallel composition of processes using the

operator || is as shown in table Ill. Table IV shows when
and how a process restricted by another one can evolute.

(C1) W (Communication)

PllQ =" P'|Q’
(C2) % (Half Communication)

PlQ = P'||Q’

B 51

(c3) L= (Parallelism)

PlQ = P/Q

TABLE Il

OPERATIONAL SEMANTICS OF ||

o The rule (C1) defines a complete communication be-

(M1) —P—P /?: (Non Monitored Action)
P\M 2 P\M
(M2) P2PL_ MM (Intercepted Sending)
P\M & p\M’
PEp mEa -
(M3) = P 4/ (Intercepted Reception)
P\M % P\M'
2l ’ a ’ .
(M4) W (Synchronism)

TABLE IV
OPERATIONAL SEMANTICS OF\

Basically, a monitor is a process that is used to control
P another one. It can prevent a process to do some actions or
break communication between two processes.

« The rule(M1) shows the evolution of process when it is

not concerned by the monitor restrictions.

The rule (M2) defines the evolution of process and
monitor when sending action is prohibited. Notice that
in this case, the monitored process is not blocked, but
the send-action is replaced by a control-action. This
capture the fact that the process sends its message that is
intercepted by the monitor.

The rule (M3) prevents a process to receive data from
a controlled channel. This rule doesn’t only replace the
receive-action by a control-action, it blocks the process
evolution. Combined with the ruléC2), (M3) shows
that when two processes want to communicate with
each other and this communication is prohibited by the
monitor, the sent message will be intercepted by this
monitor, the process that sends the message will evolute
and the one that is waiting for the message will be
blocked.

The rule (M4) allows a process and its monitor to
progress together if they can execute the same action.
When the monitor and the controlled process evolute
together, this means that monitor doesn’t prohibit the
action but it notices this event that can be a trigger to
prevent some future actions.

tween two processes. One proce@sexecutes a send- D Examples
action and the other procegsexecutes a receive-action. Let P and(@ be two non-restricted processeé® (processes
It results a new kind of action called communication angyild without using\) such thatP % P', Q % Q'. Let M be a

denoted byc(a).
o The rule (C2) defines a half communication betwee
two processes: one process executes a send-action

the second does not execute a receive-action but only

a control-action. The real difference betweg@fil) and

def ~

monitor defined as followsM = a.M. The processe® and
Q% ctan communicate together, we have:
u

PlQ @ Plq@ (cu.

(C2) will be clarified by the semantics of the restrictionl N monitorA/ restricts communication on the chanmel

operator.
« (C3) allows to a process to evolute without participating
in a communication.

(Pl @\ M
(Pl @\M

NS

a

N

(P @\M  (M2),(C2).
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Similar result is obtained when the monitbf controls just operates on a trace-based model. The syntax of this logic is

P orQ. illustrated in table V and its semantics is given in table VI.
c(a) B. Syntax
(P\M) | Q +
(P\M) || @ (i) (PP\M) | Q@ (C3),(M2) pru=p|pe|oVes | | aXe
P(Q\M) + TABLE V
Pl(@\M) = P (Q\M) (C2),(M3). SYNTAX

The processes given above can also perform other actions,

for example, the proces? || (Q\ M) can execute to become

P’ || (Q \ M). We call communicationan evolution of a  In this syntax,p is a predicate, in our example we will use

process that implies the use of the rt&1) andinterception two predicates, they are :

an evolution of a process that implies the use of the (lWe) o receive(H,src = Q)

or (M3), and(C2). For instanceP || (Q\M) % P’ || (Q\M)  * send(H,dest = Q) . _

is an a-interception, andP | ch) P’ | Q denotes am- The first is true if the hostHd receive a m'essage'wnh

communication, howeveP || (Q \ M) P’ || (Q\ M) is source address eqL_JaIs © _ano! the second is te it

neither a communication nor an interception. Sef‘d a message with de_st|nat|0n addres_s .qua'tihe
point denotes concatenation: a trace satisfies if its first

E. Algebraic Optimization Rules action satisfies the predicateand if its remainder satisfigs.

In this last part of section about our process algebra, W¥e have the usual logical operator suchaasand negation.
introduce some optimization rules used in example V foinally, the operatonXy is a fixed point operator. A trace
distribute monitor over a network. satisfiesn X ¢ if it satisfiesy in which we replaceX by a X ¢.

By optimization rule, we mean an equivalence rule betwe&@" instance, ifp = p.X, then we have = aXp.X if and
processes that allows us to break or/and distribute a moni@¥y if ¢ = p.aXp.X. So the trace = a;.ay. ... satisfies

over a network. Hereatfter, we give some optimization rules®X p if eacha; satisfiesp. .
+ Under some conditions we have: SinceaX . X is a frequently used formula, we define the

short cut operatot as follows :
(P \M~(P\M) [ @~ (P\M)|Q

"= aXe. X
This rule can bg applied when the monitdf controls We can also express the logicaid with v and —:
the communication between the two procesBeand )
and means that controlling botR and @ is equivalent 01 A P2 i= (71 V ga).

to control P or Q). C. Semantics

e« Arule P\ M =~ P can be applied when the actions of . .
P are not controlled byl We say that a proces® satisfies a formulap, written

. A rule (P ” Q)\(Ma|Mb)) ~ (P\]\/[a) H (Q\N[b> can P ":. ©, if each gxecgtion tl’a.CQ = ai1.a2.a3.... 'Of P
be applied when the actions & are not controlled by satisfiesp. The satisfaction relation between execution traces
M, and the actions of) are not controlled by\/,. and formulas is defined inductively in the table VI. In this
“ g%ble,t andt; are execution traceg, is an elementary action

Notice that those rules represent a very small outline . .
. . ndv corresponds to a valuation function that allows as to say
all those possible and a deep studies of the process alge?)ra

. it an elementary action satisfies a proposition.
operators can lead to a complete set of optimization rules.

IV. LoGIc

. t=a.ty
. . . . . ¢ ff
In this section we describe a simple logic we use at present = ! { v(p,a) = true
to specify security policies before from which we extract _ t = ah
monitors tEpe i a =P
. th E e
. - tEp1 Ve iff tEeLortE e
A. Security policies te o it 1o
Before creating a monitor for a network process, we must taXe iff ¢ plaXe/X]
define in a formal language the security policies we want to
enforce. These policies can specify for mstgnce that some TABLE VI
computers in the network should not communicate with Inter- SEMANTICS

net or with an other host in the network. They can also consist

in more complicated rules defining an illicit operation. So, we

have to choose an adequate logic which must be expressivét is important to notices that this logic is given to show the
enough to specify the safety properties. We choose a logic thakic idea of our work and we are working on the definition
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of a more appropriate one for the specification of netwoikterface5 of the switch toH, and the network returns to its
security policies. initial state N. So H; has communicated witi/; by sending
a message to it.

V. EXAMPLE Suppose now we want to implement this security policy :

In this section, we will see how to use our process algebra
and the logic of section IV to enforce a given security policy
in the small network illustrated in figure 1. Although this
network is not large enough to represent a realistic problem,

this example shows the potential of the use of process algebfaést we have to translate this sentence in logical formula to
obtain:

H, is not allowed to receive a message with source
address equals t@; and H; is not allowed to send
a message with destination address equalg-+to

O = (—receive(Hay, src = @1))* A (msend(Hy, dest = Q3))*
4% Hi The monitor generated fron® must control the critical
interfacesi; and is. We can rewrite® using the predicate
p1 = int1(Q,Qy) and py = int5(@Qy, @) where v(p;,a)
i5 H2 returns true ifa = c(int;(Q, Q3)) andv(p2, a) returns true if
a = c(int5(@1,@)). So we have to satisfy the formula

. @
S,'V_f_“’th O = (~e(int, (@, @y))* A (~clints(@y, @))".

ITC
H3 The network N doesn't satisfy®’, so we restrict it by the

following monitor:
Fig. 1. Three hosts connected via a switch.

First we have to specify this network as a process:

M = M1| M5
H;, = int;(Q,,Qy).H; M1 = int,(@,@Q@,).M1
+inti5(Q,, Qg).H; M5 = int5(@,@).M5
3
S = Z%i(@s, @4 € Net\ {Q;}) The monitored network is
=1
intpa,)(Qs, @g).S + Ny o= S||(H1|H2|H3)\ M
3
> inti(@, @y & Net \ {@,}).9 where the monitorV/ can be moved towardS or broken in
i=1 two smaller monitors\/1 and M 5 respectively moved towards
N = S| (H1|H2|H3) H1 and H3. Thus the two monitored network®, and N,

defined below models alsé.

Thus an hostH; can only send a message to the switch or
receive a message from it. The switSlcan receive a message
from an host and retransmit it to its destination if this one
belongs to the network. The functigf@) appearing in the ) ) )
definition of S returns the label of the interface communicating! t€ configurationVs, the monitors correspond to software
with the host having the address for examplep(Q@;) = 4. ecurity componen_ts |mpleme_nted directly in th(_a monitored
The networkN is composed of a switch that communicate80StS: So they are firewalls which block the undesired commu-
with the other hosts. We then use the operatimstead of]| mcgtlons. In the_ conflguratlowl control is centered on the
with the same meaning to emphasize the fact that hosts canﬂ’(‘SFCh’ the monitor knows which messages must be blocked

communicate together. We can now see the generated trac¥ifS0me ports of the switch.

N
No

(S\ M)||(H1|H2|H3)
SII((HL\ M1)[(H2\ M5)|H3)

H, sends a message 16, : Finally, we can easily see that it is not SL_Jfficient t_o monitor
only H2. IndeedH 1 can send a message with spoofing source
N cint(@n@2)) g address.
c(ints (Q1,Q3))
N’ SUTEON gy (@s02)

The message represented b®;,@,) is thrown from the
interfacel of H; and caught by the switch, what places th&his message could not be intercepted without a second
network in an intermediate stafé’. Then it passes from the monitor supervisingd 1.
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VI. CONCLUSION AND FUTURE WORKS combining the rulegM/2) and (M 3) thus:

In this paper, we have explained our method to solve the pIo pr QiQ’
problem of automatically generate a formally proved solution (C2%) —
for making secure a network with respect to a given security P|Q% P @
policy. PSS ME A

First we specify the networks with the process algebra that (M2¥) —
we have developed. This algebra was inspired from the famous P\M %P\ M
Milner's CCS. Then we formally specify the security policiesyheres € {a,a}, we obtain another algebra where the monitor
which is done using a logic. doesn’t absorb the messages but only marks them. With this

After that, we build a monitor as process that is extractegsmantics, the actions over-lined by a tilde should correspond
from the logical formula implementing the security policies the events we want to keep in a log file. We thus obtain
These three objects are linked by the relatin\ M |= ®. 3 method to implement passive monitors, what was made in

The breaking and the distrit_)ution of the_monitM over the [1] by a different approach. It is an other interesting way to
the network/' allows to obtain a more suitable solution to thextend the present work.
problem. The final process is the procéésmonitored so that
it satisfies the formul#. This final process should correspond REFERENCES
to the original network in which we have added some securityj G.Vigna and R. Kemmerer, “Netstat: A network-based intrusion detection
software components. The proof correctness should ensure thagystem,"Journal of Computer Securityol. 7, no. 1, 1999.
th d f twork t th it lici ] R. K. K. Iglun and P. Porras, “State transition analysis: A rule-based
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As a future work, we need to study the efficiency of vol. 21, no. 3, 1995.
this approach when applied to real big networks with sontd R. Milner, “A calculus for communicating systems,ecture Notes in
licated it lici Wi d al t tud Computer Sciengevol. 92, 1980.
complicated security policies. e need also 1o Study Mofg ___ '« ectures on a calculus for communicating systerhegture Notes
suitable logic and how to automatically generate monitor from in Computer Sciencevol. 197, 1985.
a formula. The research must also continue to extract &l C- Hoar_e,Commumcatlon Sequential Processes (CSPPrentice Hall
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